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Information Security Policy
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At Risen Energy, we recognize the importance of protecting sensitive information
and implementing IT security management. We strictly adhere to relevant laws and
regulations, including the Cybersecurity Law of the People's Republic of China and
the Personal Information Protection Law of the People’ s Republic of China. Our
policies, such as the Group IT Security Emergency Response System and the Data
Security Management Policy, are designed to ensure legal compliance, effective
internal processes, and the security of our information assets.
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We have established an IT Security Committee composed of senior management to
develop our company's IT security strategies. The President, who is also a Board
member, serves as both the Chief Information Officer (CIO) and the Chief
Information Security Officer (CISO). Drawing on his extensive experience, he
coordinated and led the creation of the company's IT security management system
and oversaw numerous IT projects. The VP of the Process and IT Center and Digital
Software Center is responsible for implementing the IT security management
system.
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To ensure effective information security management, we have established a data
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security management team consisting of representatives from the IT Center, Risk
Control Center, and other relevant departments. The responsible individuals,
including members of the management team and IT security officers at all levels,
are accountable for IT security.

m  EBFENF Management System Mechanism
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As the company continues to advance its digital transformation, we have
progressively established an information security management system aligned with
our own pace of development. This system spans system operations, data
processing, employee conduct, and external collaboration, and serves as a
foundation for maintaining stable business operations. A key principle of this
system is continuously improving information security systems to stay ahead of
emerging risks and ensure long-term resilience.
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We continuously enhance our information security systems to monitor and
response to information security threats, adapting an evolving external risk
landscape. The IT team conducts regular system assessments and optimizations,
promptly addressing potential vulnerabilities to ensure the stable and secure
operation of key business systems. These efforts reflect our firm commitment to
continuously improving information security systems and ensuring the integrity and
protection of data across all platforms.
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In terms of data protection, the company has established operational protocols
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centered on data integrity and access control. These include clear requirements for
data classification and hierarchical management, ensuring that critical information
is handled only by authorized personnel to prevent tampering, leakage, or misuse.
These practices ensure the integrity and protection of data throughout its lifecycle.
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Information security management is not solely the responsibility of the IT
department—it requires the active participation of the entire workforce. The
company integrates security awareness into onboarding programs and ongoing
internal communication. Employees are expected to follow basic behavioral
guidelines, such as reporting anomalies promptly. These actions support our
approach to establishing individual responsibilities for information security across
the organization.
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For third parties involved in system integration or data exchange, we define baseline
information security requirements at the start of collaboration. These requirements
cover data confidentiality obligations, access control boundaries, and expected
security practices. Depending on the nature of the engagement, we also implement
technical controls as needed to reduce risk exposure. This approach reflects our
commitment to establishing clear information security requirements for third
parties and maintaining a secure ecosystem throughout our business network.

B (ERZ2EEITY Information Security Management Programs
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continuity plan
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For core systems, Risen has developed a business continuity
plan, including data backups, offsite disaster recovery, and
cyberattack response measures, to ensure rapid recovery of
critical operations in emergencies.
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vulnerability LEERTHEAURRIKEE,

analysis The IT department regularly conducts vulnerability analysis
(SVA), access reviews, and system risk evaluations. Based on
internal findings and external consultancy input, security
enhancements are continuously implemented. Results inform
system optimization, technical remediation, and future audits.
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Escalation process

for employees
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A reporting mechanism for information security incidents has
established. Employees can report system anomalies, phishing
emails, or potential vulnerabilities via the intranet ticketing
system, IT hotlines, ore security email. Reports are classified and
handled by the IT or Legal & Compliance team, with escalation
procedures activated as needed.

Br LAt EE
Data leakage

prevention

v BN EERR
Confidential mode is set for sensitive emails

v 15 OSCE, DS, TDA SLEftGNIRERR X, METARINKRE
HULABEE .
OSCE, DS and TDA are deployed for real-time detection of
internal security risks to identify faulty hosts in time and
prevent data leakage

v BMREETI DLP EESBEUEINRIS
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UniAccess and DLP are deployed to manage outgoing
sensitive data

TEHR G v IRIRSEFERRGER RS, . BT RETENT SR
Regular system TENT
maintenance Systems, software, and hardware are maintained according

to the business update cycle and vendor-provided security
patches are timely updated as well.

v S FERIRETRREE, BerRRRIRELSARIES.
Vulnerability scan is conducted before business go-live and
high-risk vulnerabilities are reported to relevant personnel
for timely resolution

TEEIRE) v RTNRE RS EMAIIEE R, ARREKSEE.

Security HREREIR. BURMEENIRE, FRTEEIBEAEAE. BERR.
awareness NamEGE AR EEIR.

training All employees must complete basic information security

training upon onboarding, covering account management,
email protection, and handling of sensitive information.
Regular awareness is reinforced through internal post.
monthly reminders, and phishing simulations.

v X IT ARZED—FRZ2E, AT REREELRENE
MR HEF EERLSERBTSIII. EERLERR. HEaES
F.
Security training sessions are arranged for IT staff at least
twice a year, covering information security emergency
response policy training, information security framework
analysis training, information security awareness, phishing
drills and more.

MRS | SEMEIRERSITE (DRP) | BENIIIRRENE (VA) FME

Emergency ZEW, EOFFFRHIT RN, DIBRENEREERREE

response testing | ¥,

We have implemented cybersecurity tests such as Disaster
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Recovery Plan (DRP), Penetration Testing and Vulnerability
Assessment (VA) at least semi-annually to ensure the
effectiveness of our cybersecurity management.
SMERNER BHIR | v AFENERLR2EEAR 100% 8 7 AREBIIFRIAIL,
MEEIT Our IT security system has 100% gained the certificates of
External Classified Protection of Cybersecurity by the Ministry of
certification and Public Security.
infrastructure v BIMERRIREA L ERRIER .
audits We have gained a vulnerability scan report issued by
external security service team.
TEHMIE v REERZMEEEERARERE, EERATEPURLINKE
Information R, B4, EmizESREOSEBIRESEEPURE:
Security Incident WS, EHEFNES L SSIET, YRZEMREERER
Management 17, REWERERE, RIEXNSHFmEERIR.
We require all users of our information management
systems to report any hardware and software malfunctions
and incidents promptly to the responsible management
department and the Process and Information Center. If
these malfunctions and incidents affect or have affected
business operations, users must immediately notify the
relevant departments to take necessary measures to
minimize the impact on the business.
v (ERREFERIURGIERE: RUSEA=ER LIR=HIETSiT=-
S5 ARbERFNKA,
Escalation Process of Information Security Incident:
Discovery of vulnerability = Information reporting =
Analysis = Vulnerability addressing and closure.
FEFRREEMH | £E—TVMFR, AERREEALEHESHE., —RUERAREIR
REE MU ERNERRER IR AL, RGEFPESESE K AEETRIER
Disclosure of total | L4/,
breaches in last During the previous fiscal year, Risen did not experience any
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FY major data breaches. Routine system anomalies or minor
incidents were promptly addressed in according with internal

procedures and did not result in any material impact on

customer or partner data.

m  #=F{L4E8! Digital Transformation

NEREHF B R BRI AR BRI R IR B S E T RMIR
FEERIR. (ULSSIRAR. HET $ BN, TR RRRSEWRIRSNIES, L&
RISAEE ARG RIER, SEIATSEUA R

We strongly believe that digital transformation is essential to our long-term
sustainability, success, and competitiveness. We are dedicated to achieving
sustainable growth through enhancing digital infrastructure, optimizing business
processes, promoting innovation in digital technologies, and adapting to market
changes and technological advancements.

B RT(EERLENE The Information Security Responsibilities of Employees
REATDRREENRZERENRTHNRE, ATERSURT:
Safeguarding the company's assets and data is the responsibility of every employee,
and we require every employee to:
o MRRFTEIRE (BIEFZCAER. F. UR. BIEEE) 2270
Ensure that all equipment (including laptops, cell phones, USB flash drives,
mobile hard drives, etc.) are stored safely

® TIEEPLRERTIELEREX,
Not to use the office devices for non-work purposes;

o ENFEXEASNEHEFAEEHEN, BREA "BMREER" & "BiER"
ToRE, LABDEEZEXG;
Set complex passwords and change them regularly according to the
company's requirements, and avoid enabling the "auto-save password" or
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"auto-login" function to prevent potential security risks.

® FIRETNIERLRLEINE, FRSINEE LR H X ERZEESEH,
Strictly comply with the company's information security regulations,
participate in information security training and review information security
documents.

o —BAMRFELFIHIBUELSR, ZAREBERS. IT ZHELZEREELEH

k&, REFEER, SEREES. BR/MBENEERRES, Hia st
1T IR RIS IR FEDE.
Immediately report any data leakage or device loss to direct supervisors,
the IT Department and the information security team. Provide detailed
information including the device model, reason, time, and location of the
loss or leakage. Cooperate with the company to conduct risk assessment
and implement mitigation measures.

B (FERLEWE Information Security Performance Appraisal

SRR e/MEZE(FAEGHHEN—ERD, RIEREER 2T ENTERINIBERAY
AT, ERAESEE P U EAEEETIRIHEE R EEASAER ER%
EEREFYE, BY (EREE580F %) AEHD, HEAANTERPUERR (ER%
LAFSRIEHIEERE) FLERER.

Information security/ cybersecurity is a component of our performance appraisal
process. We have established incentives and penalties for information security
performance. The Process and Information Center conducts quarterly assessments
of IT security management personnel, scoring them based on the "Information
Security Performance Assessment”. The Human Resource Center implements the
assessment results in accordance with the "Information Security Objectives and
Accountability Management System.
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